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WHEN YOU THINK OF THIS….



2020 US Treasury

1.9M $2.3B

CERTEGY DECISIONED

2019

378M   $160B
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Who Is Certegy

The most comprehensive DDA authorization and risk management 
system in the industry delivering unprecedented accuracy, convenience 
and simplicity.

At the heart of Certegy’s system is a sophisticated risk management 
system including a proprietary consumer database with approximate 
38M unique consumers, and extensive fraud management tools to 
minimize losses.

Retail: Point of Sale and ACH transaction authorizations 
(first party checks)

InstantFunds: Check cashing and deposit authorization 
for retailers, financial institutions, and mobile remote 
deposit capture (third party checks)

.

4,000

300,000

Client Base

Strong client base 
with over 4,000 
national and 
regional retailers

23 of the top 50 
retailers

Over 300K 
locations across 
multiple industries 
including retail, auto 
and home 
improvement



The powerhouse behind our solutions:
Risk Management
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Risk Management
Industry leading tools combined with 55+ years experience  

Data Science

• Develop Analytical Scoring 
Model.

• Creating Neural Networks 
and Random Forest 
Analysis

Risk Analytics

• Use Risk Analytical tools to 
determine acceptable loss 
dollars and approve as much 
good volume as possible

• Targeted fraud cases

• Customer presentations and 
control recommendations

Fraud Investigations

• Work with Law Enforcement to 
track and arrest organized fraud 
rings

• Investigate and Collect large 
dollar returns. 

Supplemental DataIndustry InsightConfirm Information



The powerhouse behind our solutions:
Customer Presentations
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CUSTOMER REVIEWS
Hyperion Interactive Reporting vs Oracle Analytical Cloud
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FRAUD PREVENTION 
Working with the State of Washington to prevent fraud
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IMPLEMENTATION

OAC Implementation Challenges
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User Acceptance
The average Certegy employee has over 16 years of service. Certegy 
installed Hyperion in 2002 (18 years of use). Risk processes over the 
years relied heavily on Hyperion reporting and queries. 
There was plenty of skepticism about changing systems.  

Challenges
Training: including best practices.  
Analysts were spending 90% of their time connecting data tables with 
Data Flows, which requires a certain technical skill set and was taking 
away from our mission; identifying and stopping fraudulent transactions. 

Game Changer
Vlamis Software Solutions evaluated our data and introduced us to 
Subject Areas 
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Vlamis Software Solutions

▪ Founded in 1992 in Kansas City, Missouri

▪ 400+ Enterprise Clients

▪ Consults in :
▪ Enterprise Business Intelligence & Analytics
▪ Analytic Warehousing
▪ Machine Learning and Predictive Analytics
▪ Data Visualization
▪ ETL and data integration

▪ Vlamis consultants average 15+ years

▪ Creators of Force Directed Graph Plugin on Oracle Analytics Library

▪ www.vlamis.com (blog, papers, newsletters, services)

▪ Co-authors of book “Data Visualization for OBI 11g”

http://www.vlamis.com/force-directed-graph-plugin
https://www.oracle.com/solutions/business-analytics/data-visualization/library.html
http://www.vlamis.com/
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Vlamis Contributions to Certegy

▪ Assisted with transition from Hyperion to OAC

▪ Assessed use of data sets and data flows at Certegy

▪ Suggested using RPD Subject Areas and trained on SA’s

▪ Improved performance of some data sets and data flows

▪ Created common time dimension

▪ Implemented summary tables to improve performance

▪ Supported Certegy’s implementation on adhoc basis



Risk Analytics – Subject Areas
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BUILDING SUBJECT AREAS

• Certegy team is experiencing unacceptable 
performance when building and running 
analytics in OAC.

• Dashboards and DV projects are taking a while to display.

• List of filter values are taking several seconds, sometimes 
over a minute, to populate.

• Long running queries are impacting the database.

Need
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BUILDING SUBJECT AREAS

• Complex data flows are created to merge data.

• Due to limited dataset sizes, data has to be separated into smaller 
sections.

Need
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BUILDING SUBJECT AREAS

• Calculations within projects with limited sharing capabilities and 
hardcoding of years within calculations will require updating each 
year. 

Need
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BUILDING SUBJECT AREAS

• Build a star schema model in the OAC 
repository, taking advantage of the following:

• Dimensions for hierarchical drilling and aggregation

• Dimension tables for faster filtering and reporting on 
dimension attributes

• Fact tables with only facts

• Summary table for query performance on higher level 
analytics

• Calculations defined once

• Time series functions available in the RPD (repository)

Solution – Proof of Concept
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BUILDING SUBJECT AREAS

• Certegy will easily share common calculations across the 
organization.

• Future maintenance of current projects and analyses will be 
reduced significantly.  

• Analytics display will return in seconds with minimal wait for the 
filter list to populate.

• DBA will make fewer calls to the analytics team. 

Happy Users,

Happy DBAs,

Happy Life!

Results



BUILDING SUBJECT AREAS
Next Steps
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• Complete the build of the current subject area.

• Work with the team to identify where the organization can take 
advantage of the use of subject areas. 

• Design and build additional subject areas.



Risk Analytics Future
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Tuesday $3.2K Wednesday $2.6K Thursday $2K Friday $0.4K



SPEEDY GONZALEZ CASE
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True life example



Machine Learning
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TRADITIONAL RISK MODELS
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• Explainable logistic regression model generates score reflecting probability 
transaction results in financial loss

• Score generated real time and used to decision transactions

• Inputs include consumer history, account history, current time characteristics (ie
time of day, transaction amount, etc.)

𝐥𝐧
𝒑

𝟏 − 𝒑
= 𝜷𝟎 + 𝜷𝟏𝒙𝟏+ . . . + 𝜷𝒏𝒙𝒏

∑ Risk 
Score

x1

x2

xn

β1

β2

βn



MODEL PERFORMANCE
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• Model scores grouped in deciles

• Decile 0, bottom decile, represents the riskiest 2% of scores

• Goal it to capture 100% of fraud in bottom decile

• Will see this performance degrade over time

Kolmogorov-Smirnov Test
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Kolmogorov-Smirnov Test Plot

CUMULATIVE PERCENT OF GOOD - TRAINING DATA CUMULATIVE PERCENT OF FRAUD - TRAINING DATA

CUMULATIVE PERCENT OF GOOD - TEST DATA CUMULATIVE PERCENT OF FRAUD - TEST DATA

Much of the fraud is 
“captured” in the 
lower deciles

Increasing deciles indicate decreasing risk



BUILDING A MODEL
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• Transactions are pulled from the data warehouse and a sample is made

• To generate model attributes sampled data is returned to the data warehouse to 
query history

• The final data set is used to build a model on the data science desktop

• GUI used to put model deployment files in production

Data movement not ideal

Data Warehouse

Data 
Science 
Desktop

Production 
Environment

Return Sample 
to Generate 

History

Pull 
Transactions

Pull down 
model build 

data

Deploy 
Model



NEW TOOLS FOR BUSINESS
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• Now the data scientists can work in the cloud
• Data resides on the cloud

• Machine learning tools also available on the cloud

• Eliminate need to move data to a desktop computer

• Can create automated jobs on the cloud

Oracle Machine Learning

Create model 
build data set

Test a variety of 
models

Create job to 
score 

transactions

Share scored 
transactions with 

risk analysts

Monitor and 
adjust



ADDITIONAL MEASURE OF PERFORMANCE
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• Performance in managing risk is based on fraud losses avoided

• Another way to show model performance by looking at fraud dollars captured by the neural 
network score deciles

• Notable for this model is that the train data set was a low loss month, the test data set was a 
month with a very active fraud ring
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CUMULATIVE FRAUD DOLLARS BY SCORE DECILE

CUMULATIVE FRAUD DLRS TRAIN CUMULATIVE FRAUD DLRS TEST



HOW ALL THIS WORKS
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• Queries written in OML to pull yesterdays transactions and create model features

• Neural network scores transactions and inserts high probability of fraud transactions into 
table accessed by risk analysts

• Risk analysts review fraud alerts and create “fraud cases” to block future similar activity

• Performance measured based on the approved volume resulting in a net loss
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EXPLAINING NEURAL NETWORK RISK FACTORS
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• A con to neural networks is that they are very black box

• Regulators like risk decisions that can be explained

• Risk analysts want to understand what makes a transaction high risk

• OML offers the  function PREDICTION_DETAILS

• Extracts top N features contributing to a high or low risk scores

• Also provides values of those features

• Risk analysts can use this to better understand the fraud

Probability 
of Fraud

Risk 
Factor 1

Risk 
Factor 1 
Value

Risk 
Factor 2

Risk 
Factor 2 
Value

Risk 
Factor 3

Risk 
Factor 3 
Value

0.12 FEAT_21 0.115 FEAT_66 5 FEAT_24 ‘N’

0.31 FEAT_44 2100 FEAT_01 ‘Y’ FEAT_12 16

0.05 FEAT_15 16 FEAT_36 0.001 FEAT_22 5241



Questions?
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