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WHEN YOU THINK OF THIS....
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CERTEGY DECISIONED

2019

378M $160B
US

1.9M $2.3B
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Who |s Certegy

The most comprehensive DDA authorization and risk management
system in the industry delivering unprecedented accuracy, convenience
and simplicity.

At the heart of Certegy’s system is a sophisticated risk management
system including a proprietary consumer database with approximate
38M unique consumers, and extensive fraud management tools to
minimize losses.

Client Base

.‘% Retail: Point of Sale and ACH transaction authorizations
\—3J (first party checks)

P, InstantFunds: Check cashing and deposit authorization
[{@ for retailers, financial institutions, and mobile remote
co deposit capture (third party checks)

300,000

<
certegy Copyright 2022. Certegy

Strong client base
with over 4,000
national and
regional retailers

23 of the top 50
retailers

Over 300K
locations across
multiple industries
including retail, auto
and home
improvement
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RIsk Management

ndustry leading tools combined with 55+ years experience

Industry Insight Supplemental Data

Data Science

* Develop Analytical Scoring
Model.

» Creating Neural Networks
and Random Forest

Risk Analytics

Fraud Investigations

» Use Risk Analytical tools to
determine acceptable loss
dollars and approve as much
good volume as possible

« Work with Law Enforcement to

track and arrest organized fraud
rings

 Investigate and Collect large
Analysis « Targeted fraud cases dollar returns.
e Customer presentations and
control recommendations
&
certegy

Copyright 2022. Certegy
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CUSTOMER REVIEWS

Hyperion Interactive Reporting vs Oracle Analytical Cloud

Approved

Variance %
2018
-13%
-12%

Approved Amount

2018 2019
46,614,068 S 40,732,99
41,709,875 $ 36,672,835
46,349,110 S 38,639,757 17%
40,604,480 $ 37.931.785 7%
44,438,560  2018-2019 Performance
41,933,243

42,488,974

43,504,594

40,742,988

42,960,362

42,962,217

45,579,039

519,887,507
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Total

January February March
0,
GLR %
o a1 a2 a3
2018 GLR ~ 2019 GLR

Apiil

Gross Loss

2018

469,825

336,754
404,579
401.983

Q4

May

2018 Volume §

GLR
2018
1.01%
0.81%

0.87%
0.99%

2019

403,207
316,270
310,004
329.695

2019

June July August September
2019 Volume $ Trend (95% Confidence)
Eoﬂgfs’;“ ZDL'g;T;rS““ 2016 GLR 2019 GLR

January 458,108 395,620 1.00% 0.97%
February 334,397 3314,436 0.50% 0.86%
March 305,366 0.54% 0.79%
April 3324,338 096% 0.86%
May 5445,107 3379,145 100% 057%
June 430,609 3347,184 103% 0.96%
July 5434881 409,085 1.02% 1.09%
August 5433750 3415231 1.00% 1.08%
September 5418,298 3358,955 103% 105%
Oclober 5445,003 3386,382 104% 105%
November 5415,103 357,686 0.97% 0.97%
December 5446,282 3408,649 0.95% 103%
Grand . ,
e $5,056,995  $4,402,137 0.97% 0.97%

Oclober

January
February
March
Apiil

May

June

July
August
Seplember
October
November

Hovember December Loz
Grand
Total

2018 Volume

546 610,570
541,893,406
548,339,847
$40,578,225
544 402 901
541,802,936
542,487,102
543,493,420
540,726,449
542 823,200
542 826,366

545,574,427

$519,543,648

2019 Volume $

540718779
536,859,131
$38 845,570
$37,923 315
539,103,002
536,280,130
537,559,210
39,266,215
$34 239 400
536,731,603
536 973 516

539,301,056

$453,910,925

1918
Volume 4
%
3%
-12%
AT%
7%
2%
3%
-12%
-10%
-16%
14%
14%

-13%

A3%

GL$

Q4

o1

Q4

2018 Gross Loss §

2019 Gross Loss §
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FRAUD PREVENTION
Working with the State of Washington to prevent fraud

Approved Transactions by Month # Approved by State 7 Approved # by State other than WA
AUTH_IND  TRAHN_DATE (Month of Year) ~ TRAN_COUNT  TRAN_AMOUNT MERCHANT_STATE ~ TRAN_COUNT  TRAM_AMOUNT TRAN_COUNT. 10- 5,000 MERCHANT_STATE: AK, AR, AZ, CA CO, FL, HI %
A July 1,839 1,208,260.92 * WA 4,482 323342295 ~
August 1,459 1,096,157.95 OR an 5163777
September 1,491 1,130.795.24 D 55 3741132 o m
OH 15 14583 97 \\
AR 29 13,685.11 f A\
ca 26 12,314.80 I.‘"' .
NV 9 10,567 24
AZ 13 9,549.99 \ /
Map of States w/ Approved $'s co 13 230172 '
AUTH_IND: A MT 7 5,586.96 /"'
MM 4 5,024.00 _ oA
+ uT s 555065 -
— ™ " 432936
e 3 2 426 24 MERCHANT STATE H AR E CA M 1D W OR
LA 3 2323.00
AK 3 231846 Approved $'s by States other than WA
™ 7 228022 MERCHANT_STATE: AK, AR, AZ, CA, CO, FL, HI, ID, IL, IN, KY, LA +17 T »
FL 4 1977.42
Ky 4 127473
ND 3 500.00
oK 4 53261
w 1 18129 \
wv 1 149,00
GA 2 29425 | ca
ME 1 266.37 |
VA 7 258,30
Ms 1 15898
L 1 97.04
NE 1 8321
WY 1 6115

00 Mi — MI 1 3891 . MERCHANT_STATE H AR EHCA EID NV OH W OR



IMPLEMENTATION
OAC Implementation Challenges

o
Vo

o

.

User Acceptance

The average Certegy employee has over 16 years of service. Certegy
installed Hyperionin 2002 (18 years of use). Risk processes over the
years relied heavily on Hyperion reporting and queries.

There was plenty of skepticism about changing systems.

Challenges
Training: including best practices.

Analysts were spending 90% of their time connecting data tables with
Data Flows, which requires a certain technical skill set and was taking

away from our mission; identifying and stopping fraudulent transactions.

Game Changer
Vlamis Software Solutions evaluated our data and introduced us to
Subject Areas

12



Viamis Software Solutions

= Founded in 1992 in Kansas City, Missouri
= 400+ Enterprise Clients

» Consults in : ]

= Enterprise Business Intelligence & Analytics Data Visualization for

= Analytic Warehousing Intelligence 11g

= Machine Learning and Predictive Analytics p———

= Data Visualization i

= ETL and data integration o
= Vlamis consultants average 15+ years | oace
= Creators of Force Directed Graph Plugin on Oracle Analytics Library
= www.vlamis.com (blog, papers, newsletters, services) *?f@ .
= Co-authors of book “Data Visualization for OBI 11g” r.e

vlamis

Copyright © 2022, Vlamis Software Solutions, Inc. SOFTWARE SOLUTIONS


http://www.vlamis.com/force-directed-graph-plugin
https://www.oracle.com/solutions/business-analytics/data-visualization/library.html
http://www.vlamis.com/

Vlamis Contributions to Certegy

= Assisted with transition from Hyperion to OAC

= Assessed use of data sets and data flows at Certegy

= Suggested using RPD Subject Areas and trained on SA’s
= Improved performance of some data sets and data flows
= Created common time dimension

= Implemented summary tables to improve performance

= Supported Certegy’s implementation on adhoc basis

Copyright © 2022, Vlamis Software Solutions, Inc.

vlamis

SOFTWARE SOLUTIONS
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BUILDING SUBJECT AREAS
Need

« Certegy team is experiencing unacceptable
performance when building and running
analytics in OAC.

« Dashboards and DV projects are taking a while to display.

» List of filter values are taking several seconds, sometimes
over a minute, to populate.

* Long running queries are impacting the database.

Summary_Txns_By_Da---

(Y TRAN_DATE
A ALMAC_BUCKET
A AUTH_IND

A CERT_PRODUCT_---

A CHAIN_NAME

A CHAIN_NO

A CHALLENGER_IND
A CHECK_TYPE

# cLMs_AMT

# CLMS_CNT

A DUP_DECLINED_I---

A MERCHANT_STATE
A RCODE4

A RCODE4 DESC

A REGION_NO

# sav_AMmT

# SALV_CNT

A SERWCE_WPEh

A SIC_CODE

A SIC_DESC

A STATION_NO
STORE_MNO

A TRAN_MONTH

A TRAN_YEAR

B TXNS_AMT

# TXNS_CNT

My Calculations

16



BUILDING SUBJECT AREAS

Need

« Complex data flows are created to merge data.

Ad
CCCCCCC

Ad
EEEEEEE

Ad
CCCCCCC

Filter

Add
Columns

A
nnnnnnn

ggggggggg

elec
CCCCCCC

« Due to limited dataset sizes, data has to be separated into smaller

Add
CCCCCCC
ilizl... ég%r’ms
Add
_mer Columns
Filter
BILL_IND | CHAIN_NO | Billing Year
B 470002 2,016 - 2,020

olumns
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BUILDING SUBJECT AREAS
Need

 Calculations within projects with limited sharing capabilities and
hardcoding of years within calculations will require updating each
year.

My Calculations TRAN_DATE .
$# Forecast I E‘S 2019 Volume "ﬂ:}.[]
3 Netloss§ TRAN_DATE ...
# savage % FILTER(T KZ.S_.'—_‘-:': OSING T ?..—.L__ ELE=201%9)
3 YOY Delta E3 values
# GLR
TXNS_AMT
# NIR Mame 2020 Volume f)
(© VD Today CLMS_AMT
3# 2019 volume SALV_AMT FILTER (TXNS AMT USING TRAN YERR=2020)
# 205 volume
# Volume Delta Met Loss 3
3 % Delta GLR
# 2019 Claims
e NLR Mame  Volume Delta foo
Salv e AT MR FTE RN TR TR e 1 i
alvage (FILTER {TENS RMT USING TRAN YEAR=2Z0Z0))-
(FILTER(T¥NS 2MT USING TRRN YELR=2013))




BUILDING SUBJECT AREAS

Solution - Proof of Concept

* Build a star schema model in the OAC

repository, taking advantage of the following:

Dimensions for hierarchical drilling and aggregation

Dimension tables for faster filtering and reporting on
dimension attributes

Fact tables with only facts

Summary table for query performance on higher level
analytics

Calculations defined once

Time series functions available in the RPD (repository)

Transacti
Dim
Dim -
Dim -
Dim -
Dim -
Dim -
Dim -
Dim -
Dim -
Fact -
Fact -

ons and Claims

- Auth Codes

Banks

Bank Return Codes
Calendar

Claims

Merchant

Product Types

RCoded
Senvice Types

Transactions

Claims

19



BUILDING SUBJECT AREAS

Results

Certegy will easily share common calculations across the
organization.

Future maintenance of current projects and analyses will be
reduced significantly.

Analytics display will return in seconds with minimal wait for the
filter list to populate.

DBA will make fewer calls to the analytics team.

Happy Users, &

Happy DBAsS, (, 23 R
Happy Life! ¢ <

20
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BUILDING SUBJECT AREAS

Next Steps

« Complete the build of the current subject area.

« Work with the team to identify where the organization can take
advantage of the use of subject areas.

« Design and build additional subject areas.

21
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July 14th - July 17th 2020

TRAN_DATE " ,
(Day) TRAN_DATE (Weekday) Detroit

07/14/2020 Tuesday 17
07/15/2020 Wednesday 15
07/16/2020 Thursday 11
07/17/2020 Friday 2
Grand Total 45

A. Bam
B. 9am
C.10am
0. 11am
E.12pm

TRAN_DATE (Day) TRAN_DATE (Weekday) : F. 1pm

07/14/2020 Tuesday G. Zpm

H. 3pm
07/15/2020 Wednesday

l. dpm

07/16/2020 Thursday B J.5pm

07/17/2020 Friday O M K. épm
Pittsburgh

Grand Total H L. 7pm

Columbus

lx’th&ﬂYiJ IS




Tuesday $3.2K Wednesday $2.6K Thursday $2K Friday $0.4K

Indianapolis
’ A 4

Warrenc

M 39
Detroito
Windsorc

A. Bam
B. 9am
C. 10am
D. 11am
E.1Z2pm
F. 1pm

Tolédo

G. Zpm
H. 3pm
l. 4pm

J. Spm
K. &6pm
L. 7pm

certegy”



SPEEDY GONZALEZ CASE

True life example

Speedy Gonzalez — who was wanted on forgery
charges — is now in jail in Gwinnett County

By Curt Yeomans curt yeomans@gwinnettdailypost.com Apr 27, 2020 0

Speedy Gonzalez — the man wanted on forgery and other charges, not the cartoon mouse — has been arrested Latest
and is sitting in the Gwinnett County Jail —

« Lawrencev

Gwinnett police said Gonzalez, 35, a resident of Buford, was arrested Saturday at the Embassy Suites located at Gwinnett C
2029 Satellite Boulevard on Saturday. A Flock camera at Sugarloaf Parkway and Meadow Church Road had 2021

alerted police that a vehicle driven by a wanted suspect had passed by it. « Felony rioti

Black fema

Police responded to the area saw the vehicle near the intersection of Sugarloaf Parkway and Satellite Boulevard « Ongoing sl

and witnessed it driving behind the Embassy Suites, where he got out of the car and attempted to enter the hotel Tubiees o

through a back door. « Trump calls

until after E

30
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TRADITIONAL RISK MODELS

» Explainable logistic regression model generates score reflecting probability
transaction results in financial loss

» Score generated real time and used to decision transactions

 Inputs include consumer history, account history, current time characteristics (ie
time of day, transaction amount, etc.)

1n< p >=BO+le1+...+ann

2

32



MODEL PERFORMANCE

Kolmogorov-Smirnov Test

* Model scores grouped in deciles

* Decile 0, bottom decile, represents the riskiest 2% of scores
» Goal it to capture 100% of fraud in bottom decile

* Will see this performance degrade over time

Kolmogorov-Smirnov Test Plot

100%

90%

80%

70%,
60% < Much of the fraud is
“captured” in the

lower deciles

50%
40%
30%
20%

10%

Increasing deciles indicate decreasing risk >

012 3 456 7 8 91011121314151617 18 19202122 2324252627 28 29 30 31 32 33 34 353637 383940414243 44 45 46 47 48 49

0%

CUMULATIVE PERCENT OF GOOD - TRAINING DATA CUMULATIVE PERCENT OF FRAUD - TRAINING DATA
e CUMULATIVE PERCENT OF GOOD - TEST DATA o= CUMULATIVE PERCENT OF FRAUD - TEST DATA



BUILDING A MODEL

Data movement not ideal

* Transactions are pulled from the data warehouse and a sample is made

* To generate model attributes sampled data is returned to the data warehouse to
guery history

* The final data set is used to build a model on the data science desktop
* GUl used to put model deployment files in production

Pull >
Transactions

Return Sample
to Generate
Data Warehouse History

Deploy
Model

Pull down

model build
data




NEW TOOLS FOR BUSINESS

Oracle Machine Learning

* Now the data scientists can work in the cloud

« Data resides on the cloud
* Machine learning tools also available on the cloud

* Eliminate need to move data to a desktop computer
« Can create automated jobs on the cloud

Create model
build data set

Monitor and Test a variety of
adjust models

Share scored | Createjobto
transactions with score
risk analysts transactions

35



ADDITIONAL MEASURE OF PERFORMANCE

» Performance in managing risk is based on fraud losses avoided

« Another way to show model performance by looking at fraud dollars captured by the neural
network score deciles

 Notable for this model is that the train data set was a low loss month, the test data set was a
month with a very active fraud ring

CUMULATIVE FRAUD DOLLARS BY SCORE DECILE

$300,000

$250,000

$200,000

$150,000

$100,000

$50,000

s-
01234567 8910111213141516171819202122232425262728293031323334353637383940414243444546474849

------ CUMULATIVE FRAUD DLRS TRAIN CUMULATIVE FRAUD DLRS TEST



HOW ALL THIS WORKS

* Queries written in OML to pull yesterdays transactions and create model features

* Neural network scores transactions and inserts high probability of fraud transactions into
table accessed by risk analysts

* Risk analysts review fraud alerts and create “fraud cases” to block future similar activity
» Performance measured based on the approved volume resulting in a net loss

Weekly Alert Counts and Approved Fraud Rates

2.5% 1,200
v
5 0% 1,000
800
1.5%
600
1.0%
400
0
0.5% 500

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

e APPROVED TRANSACTION FRAUD RATE e TRANSACTION ALERT COUNT



EXPLAINING NEURAL NETWORK RISK FACTORS

» A con to neural networks is that they are very black box

Regulators like risk decisions that can be explained

Risk analysts want to understand what makes a transaction high risk

 OML offers the function PREDICTION_DETAILS

Extracts top N features contributing to a high or low risk scores

Also provides values of those features

» Risk analysts can use this to better understand the fraud

Probability Risk Risk Risk Risk Risk Risk

of Fraud Factorl Factorl Factor2 Factor2 Factor3 Factor3
Value Value Value

0.12 FEAT_ 21 0.115 FEAT_66 5 FEAT 24 ‘N’

0.31 FEAT 44 2100 FEAT _0O1 Y’ FEAT 12 16

0.05 FEAT _15 16 FEAT_36 0.001 FEAT 22 5241

40
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